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1. EculD

Tier API 7}0| =

Supplier 7| M 2 SZ(supplierKey) POST “/app/automotive/supplierEculD”

2. MasterECUKey

7| T2 H|X'd(MasterECUKey) POST “/app/automotive/supplierKeyProvisioning”

7| Z2H|XY 32| Zn(MasterECUKey) PUT “/app/automotive/supplierKeyProvisioning”

3. SupplierSymmKey

7| = 2H| X< (SupplierSymmKey) POST “/app/automotive/supplierKeyProvisioning”

7| Z2H| M F=Q! Z1H(SupplierSymmKey) PUT “/app/automotive/supplierKeyProvisioning”

7| SyncValue £ & (SupplierSymmKey) POST “/app/automotive/supplierKeySyncValue”

7| SyncValue ZZ Z DH(SupplierSymmKey)PUT “/app/automotive/supplierKeySyncValue”

4. SecOCKey

7| =2 H| XM (SecOCKey) POST “/app/automotive/supplierKeyProvisioning”

7| Z2H| M F! Z1}(SecOCKey) PUT “/app/automotive/supplierKeyProvisioning”

7| SyncValue 2 &(SecOCKey) POST “/app/automotive/supplierKeySyncValue”

7| SyncValue Z4 5 Z 1HSecOCKey)PUT “/app/automotive/supplierKeySyncValue”
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1. EculD

Version
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2
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Supplier 7| & S Z (supplierKey) POST “/app/automotive/supplierEculD”

REQUEST BODY
field

EcuType

Phase

SupplierID

EculD

Serial

RESPONSE BODY
field

ResultStatus
ResultReason
ResultMessage

Records

- REQ) Example

1 {

2 "SupplierID": "00",
3 "EcuType" : "00",
4 "Phase": "Dev",

5

6

"Serial": "Serial_1111111"

type

String
String
String
String

String

type

String
String
String

Json

required

O

"EculD": "010203040506070801020304000300010000000000000000000002",

description

ECU Type

Phase(Dev, Prod)

SupplierID ( A2 A{ & 1)

ECUID ( AH 2 &f

m
A

)

7| 2e|E A2l EHH

description

Z 0}AHEH (Success,OperationFailed)
A0t 3 = (Z D}AEH Success — blank)
Z ot A| K| (Z 2HAER Success — blank)

A1} Zt (M1~M5, KeySyncValue)



- RES) Example

1 {

2 "ResultStatus": "

3 "ResultReason": "",

4 "ResultMessage": ""
5}
2. MasterECUKey

7| Z2H|X Y (MasterECUKey) POST “/app/automotive/supplierKeyProvisioning”

REQUEST BODY
field type required description
ProvisioningType String (0] Provisioning Type
« Master ECU Key : EcuMasterKey
« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey
EculD String 0O ECUID (AHZEAM &t10)
KeyID String (¢} KeyID (2HEAM 21)(0x1)
RESPONSE BODY
field type description
ResultStatus String Z 0} AEH (Success,OperationFailed)
ResultReason String A1} 3 = (Z HALEH Success — blank)
ResultMessage String A0 A X[ (Z TpALEH Success — blank)
Records Json A1} 2 (M1~M5, KeySyncValue)

. REQ) Example

{

"ProvisioningType": "EcuMasterKey",

"KeyID": "1",

"EculD": "010203040506070801020304000300010000000000000000000002"
}

UR W N =

- RES) Example

1 "Records": {

2 "KeyID": "1",

3 "M1": "00030001000000000000000000000211",

4 "M2": "83a6957a7c21c35c9bf9083c09c728fa8ebb3965805bfe8f9fd6b88b7fcf8df4",

5] "M3": "1eae814952alad6f9efc2e0c20378c3d",

6 "M4": "000300010000000000000000000002119d65cbf811941c12318183fce05f9880",
7 "M5": "adf3b9cb4e14a5cb60899f1a4a59feb2"

8

)

"ResultMessage": ""

10 "ResultReason": "",
11 "ResultStatus": "Success"
12}

7| Z2H|XNY F 1} (MasterECUKey) PUT “/app/automotive/supplierKeyProvisioning”



REQUEST BODY
field type required description

ProvisioningType String O Provisioning Type
« Master ECU Key : EcuMasterKey
« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey

EculD String 0 ECUID (AESAM &1)
ResultMessage String (¢} p<mn u [PNPN
ResultStatus String (¢} Z 1} AEH (Success, OperationFailed)

RESPONSE BODY

field type description

ResultStatus String Z 0pAEH (Success,OperationFailed)
ResultReason String A1t 3 = (Z 0pALE Success — blank)
ResultMessage String A 0| A| K| (Z DpALEH Success — blank)

. REQ) Example

{
"ProvisioningType": "SupplierSymmKey",
"EculD": "0102030405060708010203040001001D0102030405060708090A0B",
"ResultMessage": "
"ResultStatus": "Success"

}

@ U A W N R

RES) Example

{
"ResultStatus": "Success",
"ResultReason": "",
"ResultMessage": ""

}

UAR W N =

3. SupplierSymmKey

7| Z2H|X Y (SupplierSymmKey) POST “/app/automotive/supplierKeyProvisioning”

REQUEST BODY

field type required description

ProvisioningType String (6] Provisioning Type
« Master ECU Key : EcuMasterKey
« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey

EculD String O ECUID (2®EM 21)

KeyID String o Key ID (2AHEAM 211)(0xD)

RESPONSE BODY



field type description

ResultStatus String 4 0FAEH (Success,OperationFailed)
ResultReason String A0t 3 = (Z0pAEH Success — blank)
ResultMessage String A A| X|(Z THAEN Success — blank)
Records Json A1} 2} (M1~M5, KeySyncValue)

- REQ) Example

{

"ProvisioningType": "SupplierSymmKey",

"KeyID": "D",

"EculD": "010203040506070801020304000300010000000000000000000002"
}

UR W N e

- RES) Example

14

2 "ResultStatus": "Success",

3 "ResultReason": "",

4 "ResultMessage": ",

5] "Records": {

6 "M1": "0001001d0102030405060708090a0b01",

7 "M2": "'c723139a9975ad356707be66689de4cbdbe6b9564b06bdc220c3b5328677d02b",
8 "M3": "0ccae90a3fcIbdea06a578f58710d488",

9 "M4": "0001001d0102030405060708090a0b01b472e8d8727d70d57295e74849a27917",
10 "M5": "0ee0763aec1f41ce57bdd33bf9fe6e36"
11 }
12}

7| Z2H|NY =2 1K (SupplierSymmKey) PUT “/app/automotive/supplierKeyProvisioning”

REQUEST BODY

field type required description

ProvisioningType String (0] Provisioning Type
« Master ECU Key : EcuMasterKey
« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey

EculD String O ECUID (AHEAM 2 1)

ResultMessage String (0] A1t oA K|

ResultStatus String (0] Z 1} AER (Success, OperationFailed)

RESPONSE BODY

field type description
ResultStatus String Z 0}AER (Success,OperationFailed)
ResultReason String A3 = (Z 2pAEH Success — blank)

ResultMessage String A 0| A X[ (Z DFALEH Success — blank)

- REQ) Example

I {

2 "ProvisioningType": "SupplierSymmKey",

3 "EculD": "0102030405060708010203040001001D0102030405060708090A0B",
4 "ResultMessage": "",

5 "ResultStatus": "Success"



6 }

. RES) Example

1A

2 "ResultStatus": "Success",
3 "ResultReason": "",

4 "ResultMessage": ""

5

}

7| SyncValue £ & (SupplierSymmKey) POST “/app/automotive/supplierKeySyncValue”

REQUEST BODY

field type required description

ProvisioningType String (6] Provisioning Type
« Master ECU Key : EcuMasterKey
- Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey

EculD String 0 ECUID (AHEM 211)

RESPONSE BODY

field type description

ResultStatus String Z 0}AHEH (Success,OperationFailed)
ResultReason String A0t 3 = (Z0pALEH Success — blank)
ResultMessage String A 0| A| K| (Z THALEH Success — blank)

Records Json Z 1} Z+ (KeySyncValue, Challenge)

- REQ) Example

{

"ProvisioningType": "SupplierSymmKey",

"KeyID": "D",

"EculD": "010203040506070801020304000300010000000000000000000002"
}

UA W N =

- RES) Example

1 {

2 "Records": {

B "KeyID": "",

4 "KeySyncValue": "e3a45734090e095e647ad21477120710",
5 "Challenge": "f6daf9cb30419105c64d27857da69f6b"

6 1

7

8

9

"ResultStatus": "Success"
10 }

7| SyncValue 2S5 &} (SupplierSymmKey)PUT “/app/automotive/supplierKeySyncValue”

REQUEST BODY
field type required description
ProvisioningType String (6] Provisioning Type

« Master ECU Key : EcuMasterKey



« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey

EculD String 0 ECUID (AESAM E1)
ResultMessage String 0 Z 10} oA|X|
ResultStatus String (0] Z 1} AEH (Success, OperationFailed)

RESPONSE BODY

field type description

ResultStatus String Z 0} AHEH (Success,OperationFailed)
ResultReason String A1t 3 = (Z 0pAEH Success — blank)
ResultMessage String A 0| A| X[ (Z DpALEH Success — blank)

. REQ) Example

1 A{

2 "ProvisioningType": "SupplierSymmKey",
3 "EculD": "0102030405060708010203040001001D0102030405060708090A0B",
4 "ResultMessage": "",

5  "ResultStatus": "Success"

6 }

. RES) Example

1 {

2 "ResultStatus": "Success",

3 "ResultReason!’

4 "ResultMessage": ""

5}

4. SecOCKey

7| Z2H| X (SecOCKey) POST “/app/automotive/supplierKeyProvisioning”

REQUEST BODY
field type required description
ProvisioningType String O Provisioning Type
« Master ECU Key : EcuMasterKey
« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey
EculD String o ECUID (AHEM 21)
KeyID String o Key ID (2 EAM 2 1) (0x4~0xC)
SupplierSecretKey String (e} S = A} SecretKey
Counter String (6] Counter
Challenge String (e} Constant Value 16byte

RESPONSE BODY

field type description



ResultStatus String
ResultReason String
ResultMessage String
Records Json

- REQ) Example

{

UoA W N -

}

"ProvisioningType": "SecOCKey",
"EculD": "010203040506070801020304000300010000000000000000000002",
"KeyID": "4"

- RES) Example

Z 0}AHEH (Success,OperationFailed)
A1} 3 =(Z HALEH Success — blank)
Z ot A| K| (Z 2HAER Success — blank)

A1} Zt (M1~M5, KeySyncValue)

« Master ECU Key : EcuMasterKey
« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey

ECUID (AZSAM EH11)

SHE Key Slot ID (SecOC Cluster Key’s ID = 0x4~0xC)

ZA D} AEH (Success, OperationFailed)

Z DpALEH (Success,OperationFailed)

A1} 3 =(Z HALEN Success — blank)

) {

2 "Records": {

3 "KeyID": 5",

4 "M1": "00030001000000000000000000000251",

5) "M2": "16d4ca7b74b48dafefdae7ade95eacbe5851dad0b3c5f6b319b2b12cchb4242a3",

6 "M3": "91ec2cf7188e7749cde1890067415d65",

7 "M4": "00030001000000000000000000000251fddafb77dcc9cf295a0fe25ade48ad",

8 "M5": "6715a001327a4149e8b6af665e188b22"

9 BB
10 "ResultMessage": ",

11 "ResultReason": "",
12 "ResultStatus": "Success"

13 }

7| Z2H|XNY FQ| 1} (SecOCKey) PUT “/app/automotive/supplierKeyProvisioning”

REQUEST BODY

field type required description
ProvisioningType String (6] Provisioning Type
EculD String (0]

KeyID String (0]

ResultMessage String 0 Z3+ HA|X]
ResultStatus String O

RESPONSE BODY
field type description
ResultStatus String

ResultReason String

ResultMessage String

- REQ) Example

{

"ProvisioningType": "SecOCKey",

1
2
3 "EculD": "0102030405060708010203040001001D0102030405060708090A0B",
4

"KeyID": "4",

Z 0| A| K| (Z BFAEH Success — blank)



5 "ResultMessage": "",
6 "ResultStatus": "Success"
7}

RES) Example

{
"ResultStatus": "Success",
"ResultReason": "",
"ResultMessage": ""

}

UR W N e

7| SyncValue 2 & (SecOCKey) POST “/app/automotive/supplierKeySyncValue”

REQUEST BODY
field type required description
ProvisioningType String (6] Provisioning Type
« Master ECU Key : EcuMasterKey
- Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey
EculD String (@) ECUID (A"EAM 21)
RESPONSE BODY
field type description
ResultStatus String Z 0}AHER (Success,OperationFailed)
ResultReason String A0t 3 = (Z 0pAEH Success — blank)
ResultMessage String A0 A X[ (Z TpALEH Success — blank)
Records Json Z 1} 7t (KeySyncValue, Challenge)

- REQ) Example

1 A{

2 "ProvisioningType": "SecOCKey",

3 "EculD": "010203040506070801020304000300010000000000000000000002",
4 "KeyID": "4"

5 1}

- RES) Example

=

"Records": {
"KeyID": "4",
"KeySyncValue": "db12beal2e44b066bca2dd8c7e1da577",
"Challenge": "FFFFSASA5A5A5A5A5A5A5A5A5A5AFFFF"
h

"ResultMessage": ",

"ResultReason": ""

© O N U A WN e

"ResultStatus": "Success"

}

=
o

7| SyncValue 2 S Z 1} (SecOCKey)PUT “/app/automotive/supplierKeySyncValue”
REQUEST BODY
field type required description

ProvisioningType String (0] Provisioning Type



« Master ECU Key : EcuMasterKey
« Supplier ECU symmetric Identity Key : SupplierSymmKey
« SecOC Cluster Key : SecOCKey

EculD String O ECUID (2HZEM 211)

KeyID String o SHE Key Slot ID (SecOC Cluster Key’s ID = 0x4~0xC)
ResultMessage String (0] Z 10} o|A| K|

ResultStatus String O A1} AER (Success, OperationFailed)

RESPONSE BODY

field type description

ResultStatus String Z 0}AHER (Success,OperationFailed)

ResultReason String A3 =(Z0pAEH Success — blank)

ResultMessage String A0 A| X|(Z THAEN Success — blank)

. REQ) Example

"ResultStatus": "Success"

}

o

2 "ProvisioningType": "SecOCKey",

3 "EculD": "0102030405060708010203040001001D0102030405060708090A0B",
4 "KeyID": "4",

5  "ResultMessage": "",

6

7

- RES) Example

1A

2 "ResultStatus": "Success",
3 "ResultReason": "",

4 "ResultMessage": ""

)

}
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The[  1is required. T4 22 SHOILLERITIO[E7 T4 U2 HA0ILEEFYS 9
O HLE I Zk ex> The KeyID is required.
KeyID =""; — KeyID ="4";
The[  Jisnotregisterd.  SHE A2 HIO[E{7FKMS Off S2 8T £40|Lt EFQI0| KMS o S2=QUER| 20l &
=%) 42 glon 5=

ex> The SupplierID is not registerd.
SupplierID="3D" - SupplierID="0D" // &K S
£ 5| SupplierlD 2 2
ex> EcuType="09" — EcuType="01"
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keyID Parsing Err: [ ]

The KeyID must be less than
or equal to D(0x0D).

Phase = ([Prod] or [Dev]): [
]

The SupplierSecretKey:[

is not registerd.

1

keyID &410|

keyID 219 (0~D) & %01t @12] 2t

Phase Zt0| Prod, Dev & = SILI2

SRR

OEM 2 Z 2 E{ SupplierSecretKey £

Zodky|

ol
oI = 2=

[ER=]

KeyIDZ & Al0fl 97| 3

ex> KeylD=“sC"; - KeylD="C";

KeyIDZ H 2|0l &7 =3

ex> KeyID = “3C"; - KeyID ="C";

Phase Zt2 Prod, Dev & = StLI2 Q=&

Phase = "Test"; — Phase = "Prod";

M © Z HE{ SupplierSecretkey £ 27 & 2! 7|

i
O
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