FHUE|EF} QFAMH|A(VPKI) APl oM

HYUNDAI

MOTOR GROUP




VERSION HISTORY

Version G HZU 8 QX L
1.0 2023.02.02 ot HAE
1.1 2023.02.07 API Response Code X7} HAE
2.0 2023.03.14 APl Request XI&/HX|/HE HE X7}t HAE
2.1 2023.03.16 API Response Code 4% HAE




A A

L I = 6
. 6

7 |- L~ 7
7 R 5 L 7
TN o I~ | = L 8
3.1. Provisioning (ISO 15118-2) AFM HE ..eeccrremrrrrrmnimirimsrsn s s s 8
00 e - I - P 8

3.1.2,  ReQUESTE BOMY .....cuuiniiiiiiii i e e e a e e 8

3.1.3.  ReSPONSE BOAY ......ceniiiiiiiii et a e e 8

3.2. Provisioning (ISO 15118-2) AFM T ....ccevcerririmrrmrrnmise s s s sn s s 10
T g TR - o I L PPN 10

3.2.2, ReQUESE BOMY .....coniniiiiiiie e a e 10

3.2.3. ReSPONSE BOAY ..o 10

3.3. Provisioning (ISO 15118-2) QUFA H7|......ccceeerrrrrmrsnrmsnmssnrssnssssssssss s s se s e s sn s s s 12

o T8 0 O I L PPN 12

3.3.2, ReQUEST BOMY .....ceniiiiiii e 12

3.3.3.  ReSPONSE BOAY ..o 12

3.4. Provisioning (ISO 15118-20) QUFTA B .....cceiiieiiirrrrrerrr e e ee e e e e e e e e 14
T T ] 1 SR 14

3.4.2, ReQUESTE BOMY .....cuuiuiiiiiiiiiii it 14

3.4.3. ReSPONSE BOAY ......ccuiiiiiiiiiiii e 14

3.5. Provisioning (ISO 15118-20) AFAM T .....ceceeeerrmrrmrinmssss s s e sass s saeas 16



T 1=V [ =13 = 7o Y | P
3.5.3.  RESPONSE BOAY ......ccuoiiiiiiiiiiiii it a e aeaea e ea,
3.6. Provisioning (ISO 15118-20) QUFA 7| .......cccerrrmmrmmmmnssisimirmnmnsmsssss e srssmssssssssssnsesnssnnsnssnss
00 - I - U
3.6.2. ReqUEST BOAY .......ccoiiiiiiiiii ittt a e e et rarae e e e raranaaans
T T =T o o 3 L= =T = T T |
3.7. Vehicle (ISO 15118-20) QAFA B ..oiiiieeeeiiiiniririnrmssss s ss s e r s s s ssse s e anmnmmansssss
T g TR I 1 PPN
A 1 -V [ =13 = 1o Y |
3.7.3.  RESPONSE BOAY ......couiuiiiiiiiiiiiii et a e aeaea e aa,
3.8. Vehicle (ISO 15118-20) AFTA ZHEF .ooveeeereriiririrrnrmsssss s ssm s s r s mnas s se s e anmnmmansnsss
R Ty O I 1 PPN
T 1=V [ =13 = T Y |
0 T 1 =¥ e T Y T Y = o T P
3.9. Vehicle (ISO 15118-20) AT H7]...ciereemmmeiiiniiinrnimsnsssssissnesrnssssssssss e ssssmssssssssssssssnsnnnsnsssss
20 TR O I - RSN
3.9.2, ReQUESTE BOMY .....cciuiiiiiiiii et a e
3.9.3.  ReSPONSE BOAY ......couiiiiiiiiiii e
R LI e U - =
o T o T I L PPN
o B I 1=V (=3 o = Lo Y |
3.710.3. RESPONSE BOAY ......cuieiiiiiiiiiiiiii ettt e e e e e e e et eea e eanenranensanenernennenenn
T T U I L~ =
2 T e T 1 S
0 e T 1Y ¢ 1=y = e T PP

3.11.3. ReESPONSE BOAY ......ceuiiiiiiiiiiii et



e 2 U 1 30

B2 1. AP B e e e et e e e e e e eeanaaas 30
3.712.2, ReQUESTE BOMY .....ccuieiiiiiiiii e a e 30
3.72.3, RESPONSE BOAY ......ccuieiiiiiiiiii e 30
3.13. CCU (ecdsa-with-SHAS512) QIFA WE.......ccciiiiirimrcis s e ss s e s s nnnmm s snsns 32
BB L. AP B e e e e e e e e e e e eeanaaan 32
3.13.2, ReQUEST BOMY .....ccuieiiiiiiiiii e e e 32
3.13.3. ReSPONSE BOAY ..... oo a e 32
3.14. CCU (ecdsa-with-SHA512) AUFA KHEE .....cccerirrrririinirrsns e s ssss s ssas s s nns e 34
T T I - U 34
3.14.2, ReqUESTE BOMY .......ouniiiiiiiiii et e a e e 34
3.14.3. ReSPONSE BOAY ......conieiiiiiiiiiice e a e e 34
3.15. CCU (ecdsa-with-SHA512) QFA HT| .......cccoeirirmmrmmmmssininineninsmsssss e ssmsss s sssssnsssssnsssns 36
T T T I - PPN 36
3.15.2, ReQUEST BOMY .....cooieiiiiiii e n e 36

3.15.3. ReSPONSE BOAY ..o e 36



1. EM M.

M

SMLE vPKIREST APIZ 50101 At A5 Al DY 4 QU= API QIE{HO|AZ XOIvict,



2. MH| oI5
DE SAIQ HTTPS/TLS1.28 ALSSHLL,
2.1, o

0j2) ®olE YT AH{TH vPKISl REST APl AH{O|l HAS & ik,



3. APl QIEJI{o]A

ATM EY E LI/MLB/H| 758 ML = ULE XU0t= APIY QAHTO|AS YADCY.

rio

3.1. Provisioning (ISO 15118-2) QIFA &3

3.1.1. APl &

APl ¥ APl URL Method Headers
Provisioning Content-Type:
(ISO 15118-2) {hostURL}/api/v1/prov/issue POST application/json;
ASM 25 2% charSet=UTF-8

3.1.2. Request Body

ol A
a8 g4 EE: 2t Hn
o5
csr String QSA g 2% 0
unitCode String Hoj7| 2E ) AIA] - CO01
tierCode String Si2A TE 0 oAl - POO1
vehicleCode String AtF ZE ¢} oAl - SX2
localCode String X IE o) A Al - KR
brandCode String Hac IS ) AA] - HMC
HAIX] O |
{
mesr": Mo-——- BEGIN CERTIFICATE REQUEST-----

\nMIIBKDCBzwIBADBtMRMwEQYKCZImiZPyLGQBGRYDTOVNMQOwCWYDVQQKDARISO1D\nMQwwCgYDVQQLDANFQOMx
DTALBgNVBASMBEMWMDExDTALBgNVBASMBFAWMDExGzAZ \nBgNVBAMMEkt NOFAyODQOQT1URDg0SFISMTBZMBMGBY
gGSM4 9AgEGCCgGSMA 9AWEH\nAOTABKB7BICGTB7kNaP+OmF9dFhwA5Ki0TuE1LHx95YKPTtAk8vKYFSsQju9GFfp
\niwKuINhiNGHK6JQm4ErBbsd0x+SgADAKBggghkjOPQODAGNIADBFAiIA+YL7Sd+e3\n/vIjpN6yfyU+ICIpvPpi
MjSF30e9U0956wIhAIo42nCPzkLPF/gRx1Z2TYPnb95JM\nU2BcP/SrDnNXexlp\n-—--—-

END CERTIFICATE REQUEST----- "

, "tierCode": "POO1"

, "unitCode": "COO1"

, "vehicleCode": "SX2"
, "localCode": "KR"

, "brandCode": "HMC"

3.1.3. Response Body

oA
o n =T
s a4 Pl T u 2
0%
cert String Provisioning Cert (“dg Al)
resultMessage String Mz Aot HAIX] (KO A])

HIAX] o 5|




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIICtzCCAlygAwIBAgIUDHitHfg3hSDEo/7zPcXHeQscDyQwCgYIKoZIzj0EAWIw\r\nPDELMAKGAIUEBhMC
S1IxDTALBgNVBAOMBEhLTUMxDDAKBgNVBASMAOVDQzEQMA4G\r\nA1UEAWWHQOEWMTAWMTAGFwOyMzAyMDCWMTEX
MTFaGA8yMDUzMDIwNzEONTk1O0Vow\r\nbTETMBEGCgmSJomT81ixkARKWAO OFTTENMASGALIUECgWESEtNQzEMMAOG
A1UECwwD\ r\nRUNDMQOwWCwYDVQQLDARDMDAxMQOwWCwWYDVQQLDARQMDAxXxMRswGQYDVQQODDBJILTThQ\r\nMjgONEES
VEQANEhSOTEWWTATBgcghkjOPQIBBggghkjOPQMBBWNCSX2SgewfQhkwe\r\n5DWj /jphfXRYCAOSotE7hJISx8fe
WC§07QJPLymBUrEI7vRhX6YsCriDYYjRhyuiU\r\nJuBKwi7HdMf ko4 IBBzCCAQMwHwWYDVROBBgwFoAUGXwz5Y 8
JbxGydsoesXcL8MZY\r\nk+4wHQYDVROOBBYEFK41eAgV4N61iUn/07sY1pzwOknnEMA4GAL1UADWER/WQEAWID\ r\
niDAQBgNVHSAECTAHMAUGA1UdIDAMBgNVHRMBAfBEA]SX2MEgGALUdHWRBMD8WPSX2 7\ r\noDmGN2h0dHA6Ly9kL
WNybC50bWNrbWMuY28ua3IvRUNDLONBMDEWMDEVY3JsLONy\r\nbDFwMURWNC5j cmwwRwY IKwYBBQUHAQEEOzASM
DcGCCsGAQUFBzABhitodHRwWO18v\r\nZClvY3NwLmhtY2ttYy5jby5rci9FQOMvTONTUCIDQTAXMDAXMAOGCCOGS
M4 9BAMC\r\nAOKAMEYCIQD6WWO4eWWcakCPJtuCYsFDV8RAQVEFP1+RY/WO2ivDb1QIhAPabSSJIs\r\nLJUmacz8a
10VRYRJ/Sm+nxj1lBsorPhFiKO5P\r\n----- END CERTIFICATE----- "

}

3.1.4. Response Code

HTTP Status
a9 Response Body Gi|A|

Code

{
5 “cert": "----- BEGIN CERTIFICATE----- s END
200 88 CERTIFICATE-----"
}
Mandatory { N A . N
400 Parameter L2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"”
27t (71 MelE) |}
{
Request "resultMessage”: "DN Format Error:
406 Parameter At cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
271 (#F Amo) dc=OEM (Request TierCode: P002)"
}
{
500 MH XNE| 22 "resultMessage”: "Internal Server Error"

}




3.2. Provisioning (ISO 15118-2) QIFA| xjjuwz

3.2.1. APl ZH

APl & API URL Method Headers

Provisioning Content-Type:

{hostURL}/api/v1/prov/reiss

(ISO 15118-2) e POST application/json;
QTA g 2% charSet=UTF-8
3.2.2, Request Body
S
g 4y ck Hl
0%
csr String QAZM 2 2K (0]
unitCode String Ho7| 2E (@) 9|A| - COO01
tierCode String YA FE (o) SjA] - POO1
vehicleCode String AtF ZE o] AAl - SX2
localCode String A IE (0] GIA] - KR
brandCode String HiHE IE (0] 9A] - HMC
Al X] ol =]
{
"esr": Me———- BEGIN CERTIFICATE REQUEST-----

\nMIIBKTCBzwIBADBtMRMwWEQYKCZImiZPyLGQBGRYDTOVNMQOwCwWYDVQQKDARISO1D\nMQwwCgYDVQQLDANFQOMx
DTALBgNVBASMBEMwMDExDTALBgNVBASMBFAWMDExGzAZ \nBgNVBAMMEk tNOFAYWURUREFYMTFGODZNOTBZMBMGBY
qGSM4 9AgEGCCGGSM4A 9AWEH\nAOIABOe8GbCVBNET /hd7g5VHILcz5C7385CUg4 91XvRBFCY Z2VosG61gAHMx /1Qgi
\n/GQrRezXHgS53fwtawlyO5pA30WgADAKBggghk jOPQODAGNJADBGAIEASCwWE4Bte\n5db/gqwblyfL4L6gBQRZU
10JXgRtpICJIczp0CIQCRhabII8GZnHx68stwKk6R1IIMV\N9PWcI9RIw/u24gebQg==\n-----

END CERTIFICATE REQUEST----- "

"tierCode": "POOL"
, "unitCode": "COOL1"
, "vehicleCode": "SX2"
, "localCode": "KR"
"brandCode": "HMC"

3.2.3. Response Body

ol A
a8 g4 ek as H| 2
of 2
cert String Provisioning Cert (45 Al)
resultMessage String X2 Zdt HIAIX] (AI{ A])

HIAX] o 5|




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIICtzCCAlygAwIBAgIUDHgQhli/ui7aMMUAONbEsSX2emWcwCgYIKoZzIzj0EAwWIw\r\nPDELMAkKGA1UEBhM
CS1IxDTALBgNVBAOMBEhLTUMxDDAKBGNVBASMAOVDQZEQMA4G\ r\nA1UEAWWHQOEWMTAWMTAGFWOyMzAyMDCWMTE
2MTZaGA8yMDUzMDIwNzZEONTk1OVow\r\nbTETMBEGCgmSJomT 81 xkARKWAO9FTTENMASGAIUECGWESEtNQzEMMAO
GA1UECwwD\ r \nRUNDMQOwCwWYDVQQLDARDMDAXMQOwCwWYDVQQLDARQMDAXMRswGQYDVQQODDBJIJLTThQ\r\nM11EVER
BWDEXRJg2TTkwWTATBgcghkjOPQIBBggghkjOPQMBBWNCSX2TnvBmwrwTR\r\nE/4Xe40VRyC3M+Qu9/0Q1I0PdV
700RQ02VaLBupYABzMfOUITvxkK0Xslx6kud38\r\nLWsJcjuaQN6Fo4 IBBzCCAQMwHwWYDVROJBBgwEFoAUgXwz5Y
8JbxGydsoesXcL8MZY\r\nk+4wHQYDVROOBBYEFP3QAyInJeV7HmsQjI0aKnRNhpyVMA4GA1UdADWEB/wQEAWID\ v
\niDAQBgNVHSAECTAHMAUGA1UdIDAMBgNVHRMBAf8EA]SX2MEGGAIUdHWRBMD8wWPSX2 7\ r\noDmGN2h0dHAGLY 9k
LWNybC50bWNrbWMuY28ua3IvRUNDLONBMDEWMDEVY3JsLONy\ r \nbDFwMURWNC5jcmwwRwY IKwYBBQUHAQEEOZAS
MDcGCCsGAQUFBzABhitodHRwOi8v\r\nZClvY3NwLmhtY2ttYy5iby5rci9FQOMvTONTUCIODQTAxXMDAXMAOGCCG
SM49BAMC\ r\nAOKAMEYCIQD2BWxZPyW1XZob7dN+K+efQncAX0BZKO1luOaTbgr+i4AThAMKEz3xM\ r\n+p6CFGCc
Et+WI9g8Sigs/T5xtLERTe48kPIw\r\n-—-—-- END CERTIFICATE----- "

}

3.2.4. Response Code

HTTP Status
a9 Response Body Oi|A|
Code
{
5 "cert": "----- BEGIN CERTIFICATE----- v END
200 88 CERTIFICATE-----"
}
Mandatory { N R . N
400 Parameter -2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used”
7t 71 MelE) |}
{
404 Data X3| 27} . EesuItMessage : "No certificates on this DN. Please issue

first.
}
{

Request "resultMessage”: "DN Format Error:
406 Parameter At cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
E71 (%5 A0f) | dc=OEM (Request TierCode: P002)"
}
{
500 MH Mg 22 "resultMessage”: "Internal Server Error”

}




3.3. Provisioning (ISO 15118-2) QIFA| I7|

3.3.1. APl ZH

APl ¥ APl URL Method Headers
Provisioning . Content-Type:
(IS0 15118-2) thostURL}/api/v1/prov/revok POST application/json;
ASM M7 2% charSet=UTF-8

3.3.2. Request Body

= A
EE g4 = . H| 2
0%
dn String 915 A DN 0]
HIAIX] of A
{
"dn": "cn=MALP6AF2FRLODHR0O94, 0u=P001,0u=C001, ou=ECC, 0=HKMC, dc=0OEM"
}
3.3.3. Response Body
=
a2 g4 e N H| 1
0%
resultMessage String Mz Aot HAIX] (MO A
HIAIX] of A
{}
3.3.4. Response Code
HTTP Status
ks Response Body O[A|
Code
200 e
Mandat " - "
400 Paraargetae;)r'-,iéf resultMessage”: "dn parameter cannot be null
Request
403 Parameter A& "resultMessage”: "already revoked”
=7t (71 X2lE)
404 Data X3%| E7
ata 28 27t "resultMessage”: "no cert exists on dn




cn=KM8P2YDTDAX11F86M8,0u=P001,0u=C001,0u=ECC,0=HKMC
,dc=OEM"
}

500

MH M2 _F

{

"resultMessage”: "Internal Server Error”




3.4, Provisioning (ISO 15118-20) QIFA| &g

3.4.1. APl H

APl B APl URL Method Headers
Provisioning Content-Type:
(ISO 15118-20) {hostURL}/api/v2/prov/issue POST application/json;
ASM 25 2% charSet=UTF-8

3.4.2. Request Body

ol A
gs g4 My ™ H| 2
ofx
csr String QAZM 2 2K o]
unitCode String Hoj7] [E ) oAl - COO1
tierCode String Si2A TE O oAl - POO1
vehicleCode String NE = o) oAl - SX2
localCode String X IE o) A Al - KR
brandCode String HIHE IE (0] 9Al - HMC
A X] o &|
{
mesr: M--——- BEGIN CERTIFICATE REQUEST-----

\nMIIBszCCARQCAQAwbzEVMBMGCgmSJomT81xkARKWBUIFTTIwMQOwCwWYDVQQKDARI\nS01DMQwwCgYDVQQLDANF
QOMxDTALBgNVBASMBEMwMDExDTALBgNVBASMBFAWMDEx \nGzAZBgNVBAMMEktNN1AYyRTRaOTVONVRHUTE30DCBmz
AQBgcghkjOPQIBBgUrgQQA\nIwOBhgAEAEFwguUmMXK/kI497V3W+6/afYdjNWR] ££88Sbwd dwzwGxsSpY4/TAo+bg
\nOpHrOBKLBHOAUYK8seN7LXzbEh30RUyeSX2iWUW5c) /mSIpUZg0/HilxirFso0WlV\n/VodugVxh/CE11NgVsT
gNFBhLUS7fCPxsHqJ6L+4SRyQV53PhUnliXWRoSX2wCgYI\nKozIzj0EAWQDgYWAMIGIAKIA8bh/pYTLiKwgYP1i9
+GeXaxpwihgZ7hlE+PojPgud\ngHWUuURZAWOMKZ 63MuM60K5deyKgqGa+2 yXWBnHD3m4 zQPWwkCQgHZ5JZkTRNpmU
OA\ns3hOr8qST/bPJIZe/MyYgEMEF /kyPICEH6x1BEVWaNx fwOjClxGUWiEZQLYywF9kzI\nERjylCo5qg==\n---~
—END CERTIFICATE REQUEST----- "

, "tierCode": "POOL"

, "unitCode": "COO1"

, "vehicleCode": "SX2"
, "localCode": "KR"

, "brandCode": "HMC"

3.4.3. Response Body

|l A
a8 g4 ek as H| 2
of
cert String Provisioning Cert (“dg Al)
resultMessage String X2 Zdt HIAIX] (AI{ A])

M| A X] Off |




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIICtzCCAlygAwIBAgIUDGikzaQgNAcdn6ERSkEfGh2PCIVkwCgYIKoZIz]j0EAWIwW\r\nPDELMAKGAIUEBhMC
S1IxDTALBgNVBAOMBEhLTUMxDDAKBgNVBASMAOVDQzEQMAAG\ r\nA1UEAWWHQOEWMTAWMTAGEFw0yMzAyMDIWMDAX
MjNaGA8yMDUzMDIwMjEONTk1O0Vow\r\nbTETMBEGCgmSJomT81ixkARKWAO OFTTENMASGALIUECgWESEtNQzEMMAOG
A1UECwwD\ r\nRUNDMQOwWCwYDVQQLDARDMDAxMQOwWCwWYDVQQLDARQMDAxXxMRswGQYDVQQDDBINQUxQ\ r\nNkFGMkZS
TDBESFJPOTQWWTATBgcghkjOPQIBBggghkjOPOMBRWNCSX2TKFgxHCa4A\r\nI8vV4Gb+Jx/PN74vizAMQ3D0x]
/bnKsKatNxN4WXi5a5Ne+/DOKZwysOWGzFA83\r\nwdGr6dD/XwByo4 IBBzCCAQMwHWYDVRO JBBgwFOAUqXwz5Y8
JbxGydsoesXcL8MZY\r\nk+4wHQYDVROOBBYEFJJgkPc002PomS920X0g4 9PCrPmLMA4GAIUADWER/WQEAWID\ r\
niDAQBgNVHSAECTAHMAUGA1UdIDAMBgNVHRMBAfBEA]SX2MEgGALUdHWRBMD8WPSX2 7\ r\noDmGN2h0dHA6Ly9kL
WNybC50bWNrbWMuY28ua3IvRUNDLONBMDEWMDEVY3JsLONy\r\nbDFwMURWNC5j cmwwRwY IKwYBBQUHAQEEOzASM
DcGCCsGAQUFBzABhitodHRwWO18v\r\nZClvY3NwLmhtY2ttYy5jby5rci9FQOMvTONTUCIDQTAXMDAXMAOGCCOGS
M4 9BAMC\r\nAOkKAMEYCIQDfIdg298POLWIfYCHONL2k/r3cO9wS9rN5SiqIxRoBz/gIhAP7EKNUC\ r\nuHVRJIKOkr
cq/sXQkhgVeTi01032F1bCzkG4D\r\n-—---- END CERTIFICATE----- "

}

3.4.4. Response Code

HTTP Status
a9 Response Body Oi|A|
Code
{
5 “cert": "----- BEGIN CERTIFICATE----- s END
200 88 CERTIFICATE-----"
}
Mandatory { N R . N
400 Parameter -2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"”
27t (71 MelE) |}
{
Request "resultMessage”: "DN Format Error:
406 Parameter At cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
271 (#F Amo) dc=OEM (Request TierCode: P002)"
}
{
500 MH XNE| 22 "resultMessage”: "Internal Server Error"
}




3.5. Provisioning (ISO 15118-20) QIFA| XLz

3.5.1. APl H

APl H API URL Method Headers

Provisioning Content-Type:

{hostURL}/api/v2/prov/reiss

(1ISO 15118-20) e POST application/json;
QTA g 2% charSet=UTF-8
3.5.2. Request Body
S
g 4y ck Hl
0%
csr String QAZM 2 2K (0]
unitCode String Ho7| 2E (@) 9|A| - COO01
tierCode String YA FE (o) SjA] - POO1
vehicleCode String AtF ZE o] AAl - SX2
localCode String A IE (0] GIA] - KR
brandCode String HiHE IE (0] 9A] - HMC
Al X] ol =]
{
"esr": Me———- BEGIN CERTIFICATE REQUEST-----

\nMIIBszCCARQCAQAwbzEVMBMGCgmSJomT81xkARKWBUIFTTIwMQOwCwWYDVQQKDARI\nS01DMQwwCgYDVQQLDANF
QOMxDTALBgNVBASMBEMwMDExDTALBgNVBASMBFAWMDEx \nGzAZBgNVBAMMEktNN1AYyRTRaOTVONVRHUTE30DCBmz
AQBgcghkjOPQIBBgUrgQQA\nIwOBhgAEANHKDY 5m/2MMT1 ImmSu/nDSv8plwpPwIYPJI70KY SmOULIKS OmiGmXqCS
\nGn991gASAUZIwvDy+gnDg53yh+8Z2Q0GelALOIssON1RZKzJ+ZtMgwiWoSOAvghSk0x\ndOolx5U1xOXEdYfGRide
nIfOhgjH/2jJ1RCQe3GRICBNrZplI35jWS/160SX2wCgYI\nKoZIzj0EAWQDgYWAMIGIAKIBYZWnIZJAMI1KufIgA
M9GsChubkdD1j/BJg26WEsO\n9n2K8daROLrbUgybRr+BKxhTBQFBeywyG1lM+VCgrp8PdiloCQgFmQiugxEoDBSO
W\n/dIQwEgwGgkmad9UOHK3gAjL41v11wgh8W80R6nuERDSgetvIAbOdbMLt4svEIwd\nsOmyzJgK6w==\n-—---—
END CERTIFICATE REQUEST----- "

, "tierCode": "POOL"

, "unitCode": "COO1"

, "vehicleCode": "SX2"
, "localCode": "KR"

, "brandCode": "HMC"

3.5.3. Response Body

|l A
a8 g4 ek as H| 2
of
cert String Provisioning Cert (“dg Al)
resultMessage String X2 Zdt HIAIX] (AI{ A])

M| A X] Off |




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIICpTCCAgagAwWIBAGIUEH1iL10c9drIIBgfJDij5cPasz0wCgYIKoZIzj0EAWQwW\r \nRDELMAKGA1UEBhMC
S1IxDTALBgNVBAOMBEhLTUMXEDAOBgNVBASMBOVDQYBERVYx\ r \nFDASBgNVBAMMCONBMDEWMDIgREVWMCAXDT Iz
MDIwNzAxMzMyN1oYDzIwNTMwMjA3\r\nMTQ1OTUSW)BVMRUWEWYKCZImiZPyLGOBGRYFTOVNMjAxDTALBgNVBAOM
BEhLTUMx\ r\nDDAKBgNVBASMAOVDQzENMASGAIUECWWEQZAWMTENMASGA1UECWWEUDAWMTELMBKG\ r \nA1UEAWWS
S003UDJFNFo5NU4 1VEARMT c4MIGbMBAGBYQGSM4 OAGEGBSUBBSX2A4GG\ r\nSX20QA0coNjmb/ YwxPUiaZK7+cNK
/ymXCk/D1g8nsdpjybRQvOpLSalazeoJIaf32W\r\noBIBRknNnC8PL6CcOrnfKH7x1AZ6UAS41yzQ3VFkrOP5SmOyr
BahI4C+gFKTTF06JXH\r\nlTXE5cR1h8ZGLh6ch86GCMEf/aPVEJB7cZGUIE2tmmU]j fmNZL/XqjZjBkMCIGALIUd\
\nIwEB/wQYMBSX2FA2PUESpBOYiUBbMgCMEF8JypxLAMCAGALUdDGEB/wQWBBOx+Txp\r\n9mepTu7/Exb7/7G8JH
bmzgjAOBgNVHQE8BAf8EBAMCA4gwDAYDVROTAQH/BATIWADAK\ r\nBggghkjOPQODBAOB] SX2wgYgCQgCLA3mSDyoh
kPkX0OHACFethyrwWUNcp9cvAUwIE\r\ndKKf/eW7+8TVMQUJIp0067azxcmiOblEs4bU7UhFvhxMe jQaGXAJCAJPS
SCOVA1ls8\r\nQHMOB8ceXHVNsWp3qJyildSZwB5/sAd0Le2gQ4w2jgKb+aLlhI1doBgcNYQYLevET\r\ncxHgLcsb
Ho9D\r\n----- END CERTIFICATE----- "

}

3.5.4. Response Code

HTTP Status
a9 Response Body Oi|A|
Code
{
5 "cert": "----- BEGIN CERTIFICATE----- v END
200 88 CERTIFICATE-----"
}
Mandatory { N R . N
400 Parameter -2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"”
7t 71 MelE) |}
{
404 Data X3| 27} . EesuItMessage : "No certificates on this DN. Please issue
first.
}
{
Request "resultMessage”: "DN Format Error:
406 Parameter At cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
E71 (%5 A0f) | dc=OEM (Request TierCode: P002)"
}
{
500 MH Mg 22 "resultMessage”: "Internal Server Error”
}




3.6. Provisioning (ISO 15118-20) 2I5A 7|

3.6.1. APl H

APl ¥ API URL Method Headers
Provisioning . Content-Type:
(ISO 15118-20) thostURL}/api/v2/prov/revok POST application/json;
QISM 7| 27 charSet=UTF-8

3.6.2. Request Body

= A
a3 4 My - H|D
0%
dn String 915 A DN (e
HIAIX] of A
{
"dn": "cn=KMZPBUSXJPHCMOILJ4, ou=P001,o0u=C001, ou=ECC, 0=HKMC, dc=0EM20"
}
3.6.3. Response Body
ZA
%3 g4 L - H| D
0%
resultMessage String Mz Aot HAIX] (MO A
HIAIX] of A
{}
3.6.4. Response Code
HTTP Status
ks Response Body O[A|
Code
200 88 {}
{
Mandat . wow "
400 andatory resultMessage”: "dn parameter cannot be null
Parameter 2t }
Request {
403 Parameter A& "resultMessage”: "already revoked”
=7t Ol M) |}
{
404 Data X3%| E7
ata 28 27t "resultMessage”: "no cert exists on dn




cn=KM8P2YDTDAX11F86M8,0u=P001,0u=C001,0u=ECC,0=HKMC
,dc=OEM"
}

500

MH M2 _F

{

"resultMessage”: "Internal Server Error”




3.7. Vehicle (ISO 15118-20) QIFA| W

3.7.1. APl H

APl H API URL Method Headers
_T .
Vehicle (ISO 15118-20) | {hostURL}/api/v2/vehicle/iss Content-Type:
o POST application/json;
OIZAN HE 2%
charSet=UTF-8

3.7.2, Request Body

END CERTIFICATE REQUEST

, "tierCode": "POOL"

, "unitCode": "COO1"

, "vehicleCode": "SX2"
, "localCode": "KR"

, "brandCode": "HMC"

ol A
gs g4 My ™ H| 2
ofx
csr String OIFA LUz 2N (0]
unitCode String Hoj7] [E ) oAl - COO1
tierCode String Si2A TE O oAl - POO1
vehicleCode String NE = o) oAl - SX2
localCode String X IE o) A Al - KR
brandCode String HIHE IE (0] 9Al - HMC
A X] o &|
{
mesr: M--——- BEGIN CERTIFICATE REQUEST-----

\nMIIBsjCCARMCAQAWbLJESMBAGCgmMSJomT81xkARKWAKVWMQOwCWYDVQQKDARISO1D\nMQwwCgYDVQQLDANFQOMx
DTALBgNVBAsMBEMwMDExDTALBgNVBAsSMBFAWMDExXHTAb\nBgNVBAMMFEtNN1YyMDBEQTMOMOJFTVpFRzgwMIGbMB
AGBygGSM49AgEGBSUBBSX2j\nA4GGSX2QAKBmkYOPXVHLWHDFRWQhmYVEr18rORZtZILkiJE8wSHzY1t0I/kdVX5
Ce\nud5S/UcrGWZulrbrwUsF40jAhFvggKo8BlzrjdQwvzKwYTHNnuP2JeGPoZ1XuVPauH\nFrTh8Z0z8KCX1YWTel
VOtcv/zkSmdf7JelK5TTgwsg7FupoImcarguGgADAKBggg\nhkJOPQQODBAOB] SX2wgYgCQgDWxzHkJoC87+Wcfaw
1oCYrX9I8QpRj580WznthVFOV\nxeI2yXWX+X1jnl7viwYsIK5aRgpkJJfcx2dz8x/VPAbGggIJCAMDOzoS3bWj04
9E1\nwa2YboFOlLpwlYZQ9wIBQhOiPf91MrOibhITKTcaF4M87gCem+NOgGpKIXGACIhf \nwAX7BSRX\n

3.7.3. Response Body

|l A
a8 g4 ek as H| 2
ofx
cert String Vehicle Cert (*d3 Al)
resultMessage String X2 Zdt HIAIX] (AI{ A])

M| A X] Off |




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIIDFTCCAnagAwIBAgIUEUZBN8aBPGXVGEALz7+4px2ntl1kwCgYIKoZIzj0EAWQwW\r \nRDELMAKGA1UEBhMC
S1IxDTALBgNVBAOMBEhLTUMXEDAOBgNVBASMBOVDQYBERVYx\ r \nFDASBgNVBAMMCONBMDEWMDMgREVWMCAXDTI z
MDIwNzAxMzczMVoYDzIwNTMwMjA3\r\nMTQ1OTUSW)BUMRIWEAYKCZImiZPyLGOBGRYCRVYxDTALBgNVBAOMBELL
TUMxDDAK\ r\nBgNVBASMAOVDQzENMASGALIUECWWEQZzAWMTENMASGAIUECWWEUDAWMTEdMBSGALUE\ r\nAwwUS003
VjIwMERBMzQzQkVNWkVHODAWGZSWEAYHK0ZIzj0CAQYFKAEEACMDgYYA\r\nBSX20GaRg49e8ctYcMVFZCGZhV+v
XyvRFmlkguSIkTzBIfNiW3Qj+R1VEkJI6531L9\r\nRyszZm4BuvBSwXiiMCEW+CAqjwHXOUN1DC/MrBhMeed /Y14
Y+hnVe5U9g4cWtOHx\r\nk7PwoJeVhZN7VU61ly//ORKZ1/s17Ur1NODCyDsWémgiZxquC4a0B1ljCBOzAIiBgNV\r\
nHSMBAf8EGDAWGBQ76Fq334Zp0436XAyC2KZ7sJIsCHTAGBgNVHQ4BAf8EFgQUBelv\r\nQVYGD+zQyw+OMM2 /eBs
9cO0wDgYDVROPAQH/BAQDAGOIMAWGALIUdEWEB/wQCMSX2w\r\nIAYDVRO1AQH/BBYWFAYIKwYBBQUHAWEGCCSGAQ
UFBWMCMESGA1UdHWEB/wWRBMD8w\r\nPSX270DmGN2h0dHA6LY IkLWNybC50bWNrbWMuY28ua3IvRUNDLONBMDEwWM
DMvY3Js\r\nLONybDFWMURWMS5jcmwwCgYIKoZIzj0EAWQDgYWAMIGIAKIAWSGMC1FObgF1xa85\r\niYbDNbrxI
PjzlgSgvcaMk6BVecgmyHuJddvPrX+ejpjHs9ym3bcETe4onZIaOERI2m\ r\nG8LcgSYCQgHZkRFUWSs 2Rmg5bPpopE
0sw6W3LAbPQhTiB30tD83/vthDsdvV1okZM\r\nU/HJjnO73Nb6NbWUBVsBg+3dcjvRZc7TN7Q==\r\n-----

END CERTIFICATE----- "
}

3.7.4. Response Code

HTTP Status 29 Response Body Gi|A|
Code
{
- "cert": "----- BEGIN CERTIFICATE----- vemm END
200 38 CERTIFICATE-----"
}
Mandatory { N - . "
400 Parameter -2t : resultMessage™: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"
7t 01 H2E) |}
{
Request "resultMessage”: "DN Format Error:
406 Parameter Al§ | cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
E71 (HF Ao) dc=0OEM (Request TierCode: P002)"
}
{
500 MH Mg 22 "resultMessage”: "Internal Server Error”
}




3.8. Vehicle (ISO 15118-20) 2IFA Xz

3.8.1. APl H

APl H API URL Method Headers

Content-Type:
POST application/json;
charSet=UTF-8

Vehicle (1ISO 15118-20) | {hostURL}/api/v2/vehicle/rei
OIFA Mg 2% ssue

3.8.2, Request Body

ol A
gs g4 My ™ H| 2
ofx
csr String QAZM 2 2K o]
unitCode String Hoj7] [E ) oAl - COO1
tierCode String Si2A TE O oAl - POO1
vehicleCode String NE = o) oAl - SX2
localCode String X IE o) A Al - KR
brandCode String HIHE IE (0] 9Al - HMC
A X] o &|
{
mesr: M--——- BEGIN CERTIFICATE REQUEST-----

\nMIIBsTCCARMCAQAwWbJESMBAGCgmSJomT81xkARKWAKVWMQOwCwWYDVQQKDARISO1D\nMQwwCgYDVQQLDANFQOMx
DTALBgNVBASMBEMwMDExDTALBgNVBASMBFAWMDExHTADL\nBgNVBAMMFEtNN1YyMDBEQTMOMOJFTVPpFRzgwMIGbMB
AGByQGSM49AgEGBSUBBSX29 \nA4GGSX20BHIkIv/IDOJXlemmPfVkySc51Z0AoUwnylhElebwVl79stKqJs5hrt6
9¢c\n7BXK1ULh8WEHexB11GRRFFKI6nyHMBOBVEzpgt8jrUgjotXpfksLRNstgDITkRa8\nOCTDPBnHck3rKZ6kRu
63zG9YfjbXI5/51t/bjARPEKkbh51YLw/4BW7/KgADAKBggg\nhkjOPQQDBAOBiwAWgYCcCQgHP/mpYxVwOSBmEHLEpP
KS040HoeQc2yTqWuCnklft3X\nWzN/P1lzgfh430xeat2v73hgq0PdOGgMT788cVGKssvd/AVgJBagzHNGSdzbkEs3
68\nUI31gg5EDx1X06yvnGA41Cu/IYID6ezhBPAdINndh2swPWkzAnVW+oFLRx8057ITTg\nQ6RAUCO=\n-~---~
END CERTIFICATE REQUEST----- "

, "tierCode": "POOL"

, "unitCode": "COO1"

, "vehicleCode": "SX2"
, "localCode": "KR"

, "brandCode": "HMC"

3.8.3. Response Body

|l A
a8 g4 ek as H| 2
ofx
cert String Vehicle Cert (43 Al)
resultMessage String X2 Zdt HIAIX] (AI{ A])

M| A X] Off |




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIIDFTCCAnagAwIBAgGIUE401ks1xkuSNCUEJS+KxNBwb3WMwCgYIKoZIzj0EAWQw\ r \nRDELMAKGA1UEBhMC
S1IxDTALBgNVBAOMBEhLTUMXEDAOBgNVBASMBOVDQYBERVYx\ r \nFDASBgNVBAMMCONBMDEWMDMgREVWMCAXDTI z
MDIwWNzAXNTMxOVoYDzIwNTMwMjA3\r\nMTQ1OTUSW)BUMRIWEAYKCZImiZPyLGOBGRYCRVYxDTALBgNVBAOMBEOL
TUMxDDAK\ r\nBgNVBASMAOVDQzENMASGALIUECWWEQZzAWMTENMASGAIUECWWEUDAWMTEdMBSGALUE\ r\nAwwUS003
VJj IWMERBMzQzQkVNWkVHODAWGZ SWEAYHK0ZIZzj0CAQYFKAEEACMDgYYA\r\nBAECmQi/8gM41£fV6aY99WTIJznVk
A4ChTCEfLWETVS5vBXXv2yO0gomzmGu3rlzsFcrV\r\nQuHxYQd7EGWUZFEUU0jqfIeYHQFUTOMg3yOtSCOilel+SwtE
2y2AMgiRFrwd JMM8\ r\nGcdyTespngRG7rfMblh+Ntcin/nW39uMBFsSRuHmVgvD/gFbsqOB1jCBOzAiBgNV\r\n
HSMBAfB8EGDAWGBQ76Fq334%p0436XAYyC2KZ7sIsCHTAGBGNVHQ4ABAf8EFgQUIur2\r\nlUOWNG67gtZI3YaXyELW
17swDgYDVROPAQH/BAQDAGOIMAWGA1UdEWER/wQCMSX2w\r\nIAYDVRO1AQH/BBYWFAYIKwYBBQUHAWEGCCsGAQU
FBWMCMEsGA1UdHWER/wWRBMD8w\r\nPSX270DmGN2h0dHA6LYy IkLWNybC50bWNrbWMuY28ua3IvRUNDLONBMDEwWMD
MvY3Js\r\nLONybDFwMURWMS57 cmwwCgYIKoZIzj0EAWQDGYWAMIGIAKIBFJRkPI37g0DG/yy0\r\nEbrwIPBIC]
x09vm0Oz5Iednj00kWOACEde2Qgwb3xR16cOGWXC]/zRtJIs1AHZVvOH\r\n60x7yiICQgHTOfDT5BqrO0BB+wYEftR
Lg++0119Cf7S6rX2L7nZ0heOHZ2ti70omN1\r\n31tmuZUaRXD1R8ASQFAC+QVEiVUps+FvTQ==\r\n-----

END CERTIFICATE----- "
}

3.8.4. Response Code

HTTP Status 29 Response Body Gi|A|
Code
{
- "cert": "----- BEGIN CERTIFICATE----- vemm END
200 38 CERTIFICATE-----"
}
Mandatory { N - . "
400 Parameter -2t : resultMessage™: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"
7t 01 H2E) |}
{
404 Data X8| 27} . :esuItMessage : "No certificates on this DN. Please issue
first.
}
{
Request "resultMessage”: "DN Format Error:
406 Parameter Al§ | cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
=71 (%5 AD{) | dc=OEM (Request TierCode: P002)"
}
{
500 ANH X2 2 "resultMessage”: "Internal Server Error”
}




3.9. Vehicle (ISO 15118-20) 21FA 7|

3.9.1. APl H

APl B APl URL Method Headers
-T :
Vehicle (ISO 15118-20) | {hostURL}/api/v2/vehicle/rev Content-Type:
olm i H7| QN oke POST application/json;
Lo =S98 charSet=UTF-8
3.9.2, Request Body
gd
¥ 84 o bl
o5
dn String 915 A DN (0]
o AIX] ol x|
{
"dn": "cn=KMXVBQOB4G5VMK7FXKB6, ou=P001,0u=C001, ou=ECC, 0=HKMC, dc=EV"
}
3.9.3. Response Body
ol A
a8 gy EF: o Hn
o5
resultMessage String Mz Aot HAIX] (MO A

HIAX] O X

3.9.4. Response Code

HTTP Status

ks Response Body O[A|
Code
200 s
Mandat " wow "
400 Paraargetae;)r'-,iéf resultMessage”: "dn parameter cannot be null
Request

403 Parameter A& "resultMessage”: "already revoked”

=7t (7] XMelE)
404 Data X3 €7}

"resultMessage”:

"no cert exists on dn




cn=KM8P2YDTDAX11F86M8,0u=P001,0u=C001,0u=ECC,0=HKMC
,dc=OEM"
}

500

MH M2 _F

{

"resultMessage”: "Internal Server Error”




3.10. CCU (ecdsa-with-SHA256) QUFA g

3.10.1.API H

APl B APl URL Method Headers
Content-Type:
CCU QFM 3 2% {hostURL}/api/v1/est/issue POST application/json;
charSet=UTF-8

3.10.2.Request Body

ol A
gs g4 My ™ H| 2
ofx
csr String QIFZM g 22X o]
unitCode String Hoj7| 2E (0] 9|A| - COO01
tierCode String Si2A TE O oAl - POO1
vehicleCode String NE = o) oAl - SX2
localCode String X IE o) A Al - KR
brandCode String HIHE IE (0] 9Al - HMC
A X] o &|
{
mesr: M--——- BEGIN CERTIFICATE REQUEST-----

\nMIIB1DCCATsCAQAWaTELMAKGALUEBhMCS1IXDTALBGNVBAOMBENLTUMxDDAKBGNV\nBASMAOVDQzENMASGALUE
CwwEQzAWMTENMASGA1UECWWEUDAWMTE fMBOGA1UEAwwW \ndGVzdDIwMjMwMjA3MDkxMDA3LMNvbTBZMBMGByqGSM
49AgEGCCOGSM4 SAWEHAOTIA\NBNIMLL8L43xci8917bW86Mx/Uo7GBBekAfL6b743Y30DIxa8Ly+1bP61nT1WOPM/
\nldlchrL7d22JREhPDGhDIymgcDAPBgcrBgEBAQESMOQOMA ] E3MBQGBY SGAQEBARMx \nCOWHRKFLRVIJUDAeBgCr
BgEBAQEWMRMME TM4LUJBLUY4LTA2LTAWLT1BMCcGCSAG\nSIb3DQEJRzZEaFhhUZXNOTENOYWxSZW5nZSBQYXNZd2
9yZCEWCgYIK0ZIzj0EAWID\NRWAWRATIgKkQ1LJXc51SX22bnUq9d8MUQOBsReiJq27TY IUrMAx8XYCIHSQVX5nXst

n\n5A8WEfVYuRMS5zGf1o0IPhS1FX5UR02C8M\n———-~ END CERTIFICATE REQUEST----- "
, "tierCode": "POOL"
, "unitCode": "COOL1"
, "vehicleCode": "SX2"
, "localCode": "KR"
, "brandCode": "HMC"

3.10.3.Response Body

oA
- - =T
e 54 Tl : ]
of s
cert String CCU Cert (& A
resultMessage String Mz Aot HAIX] (KO A])

H| A x| Off |




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIIDczCCAxqgAWIBAGIUDHNp/7GklnPFhJ4tgkgBKlgmj+gwCgYIKoZIzjO0EAWIw\r\nPDELMAKGAIUEBhMC
S1IxDTALBgNVBAOMBEhLTUMxDDAKBgNVBASMAOVDQzEQMAAG\ r \nA1UEAWWHQOEWMTAWMTAeFw0yMzAyMDcwMDI2
NTRaFw0OMzAyMDcxNDUSNT1aMGkx\r\nCzAJBgNVBAYTAkt SMQOOWCwYDVQQKDARIS01DMOwwCgYDVQQLDANFQOMx
DTALBgNV\ r \nBAsSMBEMwMDExDTALBgNVBASMBFAWMDExHzAdBgNVBAMMFNR1c3QyMDIzMDIwNzZAS\ r \nMTAWNY5]
b20wWTATBgcghkjOPQIBBgggqhkjOPOMBBWNCSX2TSJiy/C+N8XIvI5e21\r\nvOjMf1KOxgOXpAHy+m++N2NOAYM
WvC8vVtWz+tZ05ViqTPIXdXIay+3dtiURITwxo\r\nQyMpo4d IByzCCAccwHwYDVROIBBgwFoAUqXwz 5Y8JbxGydso
esXcL8MZYk+4wHQYD\ r\nVROOBBYEFDgA+42UdEixvoTd21iwD0Oo1 6Rt4kMA4GA1UADWEB/WQEAWIDiDB4BgNV\r\
NHSAECTBVMGOGCysGAQQOBjQ4CAgMBMF4wMQY IKwYBBQUHAgIwJRojaHROcDovL2N1\r\ncnQuaGlja2ljLmNvLimt
yL3J1cG9zaXRvenkwKQY IKwYBBQUHAGEWHWhOAHBZzO18v\r\nY2VydC50bWNrbWMuY28ua3IvY3BzMAWGALIUJEWE
B/wQCMSX2wHQYDVRO1BBYWFAYI\r\nKwYBBQUHAWEGCCsGAQUFBWMCMEgGA1UdHWRBMD8wWPSX270DmGN2h0dHAGL
yIKLWNy\ r\nbC50bWNrbWMuY28ua3IvRUNDLONBMDEWMDE VY 3JsLONybDFwMURWNC5j cmwwgYMG\ r\nCCsGAQUFB
wEBBHcwWdTA3BggrBgEFBQcwAYYraHROcDovL2Qtb2NzcC50bWNrbWMu\r\nY28ua3IvRUNDLO9DUIAVQOEWMTAWM
TA6BggrBgEFBQcwAOYuaHROcDovL2QtY3Js\r\nLmhtY2ttYy5jby5rci9FQOMvY2VydCIDQTAXMDAXLmMR1CcJAKB
ggghkjOPQQODAGNH\ r\nADBEAIAQ3K9d/6u6X0Z fKLQKxaWlhg4B5y1hg4R1D7yqOYZ+6AIgK51xgrgdF/gh\r\nH
TXr8oQtHbahMi33CCT7va6j1lMOMYmI=\r\n---—-— END CERTIFICATE----- "

}

3.10.4.Response Code

HTTP Status 29 Response Body Gi|A|
Code
{
. “cert": "----- BEGIN CERTIFICATE----- s END
200 88 CERTIFICATE-----"
}
Mandatory { N A . "
400 Parameter 2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"
=7t (71 MelE) |}
{
Request "resultMessage”: "DN Format Error:
406 Parameter At cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
E71 (HF Ao) dc=0OEM (Request TierCode: P002)"
}
{
500 MH Mg 22 "resultMessage”: "Internal Server Error”
}




3.11. CCU (ecdsa-with-SHA256) QUFA ZjLa

3.11.1.API H

APl B APl URL Method Headers
Content-Type:
CCU QFM Trza 2% | {hostURL}/api/v1/est/reissue POST application/json;
charSet=UTF-8

3.11.2.Request Body

ol A
gs g4 My ™ H| 2
ofx
csr String QAZM 2 2K o]
unitCode String Hoj7] [E ) oAl - COO1
tierCode String Si2A TE O oAl - POO1
vehicleCode String NE = o) oAl - SX2
localCode String X IE o) A Al - KR
brandCode String HIHE IE (0] 9Al - HMC
A X] o &|
{
mesr: M--——- BEGIN CERTIFICATE REQUEST-----

\nMIIB1TCCATsCAQAWaTELMAKGALUEBhMCS1IXDTALBGNVBAOMBENLTUMxDDAKBGNV\nBASMAOVDQzENMASGALUE
CWWEQzAWMTENMASGA1UECWWEUDAWMTE fMBOGALUEAwWW \ndGVzdDIwMjMwMjA3MDkxMDA3LmNvbTBZMBMGByqGSM
49AgEGCCQGSM4 9AWEHAO IA\nBLKXXRgqSX1EGYwyAd1RAHQuUh9DaMkbeykGEvomuy FFTQhtiOcSidf /ww+C8cR/C
\nEs8/a5/ha0F0Kds5UBAK] S6gcDAPBgcrBgEBAQESMOQOMAE3MBQGBY SGAQEBARMx \nCOWHRKFLRVIJUDAeBgcr
BgEBAQEWMRMMETM4LUJBLUY4LTA2LTAWLT1BMCcGCSQG\nSIb3DQEJIBzEaFhhUZXNOIENOYWxsZW5nZSBOYXNzd2
9yZCEWCgYIK0ZIzj0EAWID\nSSX2wRQIgJJKuVjLspFQdXLwSYOCZaUahSnPlehcltOochi3dOwACIQDCDGG8sGh

O\ncIEcx1ZhlwGylsRONghrWPwZGyNZ40Sfjg==\n---—- END CERTIFICATE REQUEST----- "
, "tierCode": "POOL"
, "unitCode": "COOL1"
, "vehicleCode": "SX2"
, "localCode": "KR"
, "brandCode": "HMC"

3.11.3.Response Body

oA
- - =T
e 54 Tl : ]
of s
cert String CCU Cert (%48 Al
resultMessage String Mz Aot HAIX] (KO A])

H| A x| Off |




"cert": "-—---- BEGIN CERTIFICATE-----
\r\nMIIDADCCAxXqgAWIBAGIUDHRTfMAXs0CLg+2fWLCcjg2FCEBkwCgYIKoZIzj0EAwWIw\r\nPDELMAKGALUEBhMC
S1IxDTALBgNVBAOMBEhLTUMxDDAKBgNVBASMAOVDQzEQMAAG\ r \nA1UEAWWHQOEWMTAWMTAeFw0yMzAyMDcwMDMO
NTRaFw0OMzAyMDcxNDUSNT1aMGkx\r\nCzAJBgNVBAYTAkt SMQOOWCwYDVQQKDARIS01DMOwwCgYDVQQLDANFQOMx
DTALBgNV\ r \nBAsSMBEMwMDExDTALBgNVBASMBFAWMDExHzAdBgNVBAMMFNR1c3QyMDIzMDIwNzZAS\ r \nMTAWNY5]
b20wWTATBgcghkJjOPQIBBggghk JOPQMBBWNCSX2Sy110YKk1 5RBmMMgHA\ r\nUQBO0LofQ2jJG3MpBn76JrsnxU0T
bYjnEo3X/8MPgVHEfwhLPP2uf4WtBdCnbOVAQ\r\nCoO0uo4 IByzCCAccwHWYDVROJBBgwFoAUgXwz5Y8JbxGydso
esXcL8MZYk+4wHQYD\ r\nVROOBBYEFFszXU0Xp6BuccIJVXWdb1031kXJ2MA4GA1UADWEB/WQEAWIDiDB4BgNV\r\
NHSAECTBVMGOGCysGAQQOBjQ4CAgMBMF4wMQY IKwYBBQUHAgIwJRojaHROcDovL2N1\r\ncnQuaGlja2ljLmNvLimt
yL3J1cG9zaXRvenkwKQY IKwYBBQUHAGEWHWhOAHBZzO18v\r\nY2VydC50bWNrbWMuY28ua3IvY3BzMAWGALIUJEWE
B/wQCMSX2wHQYDVRO1BBYWFAYI\r\nKwYBBQUHAWEGCCsGAQUFBWMCMEgGA1UdHWRBMD8wWPSX270DmGN2h0dHAGL
y9kLWNy\ r\nbC50bWNrbWMuY28ua3IvRUNDLONBMDEWMDEVY 3JsLONybDFwMURWNC5j cmwwgYMG\ r\nCCsGAQUFB
wEBBHcwWdTA3BggrBgEFBQcwAYYraHROcDovL2Qtb2NzcC50bWNrbWMu\r\nY28ua3IvRUNDLO9DUIAVQOEWMTAWM
TA6BggrBgEFBQcwAOYuaHROcDovL2QtY3Js\r\nLmhtY2ttYy5jby5rci9FQOMvY2VydCIDQTAXMDAXLmMR1CcJAKB
ggghkjOPQODAGNI\r\nADBFAiAXz3dEIz8YUtDO+srqoADIrt81hlUwVxX5MzTuW2ul 4wl hAMMogpCuH6Lt\r\n5
/HgxEVBBY76ih46Nelotntfm0gD9s3H\r\n----- END CERTIFICATE----—- "

}

3.11.4.Response Code

HTTP Status 29 Response Body Gi|A|
Code
{
. “cert": "----- BEGIN CERTIFICATE----- s END
200 88 CERTIFICATE-----"
}
Mandatory { N R . "
400 Parameter 2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"
7t 0| MelE) |}
{
404 Data X3 27} . EesuItMessage : "No certificates on this DN. Please issue
first.
}
{
Request "resultMessage”: "DN Format Error:
406 Parameter A& cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
271 (HF Ao) dc=OEM (Request TierCode: P002)"
}
{
500 MH Xg| 22 "resultMessage”: "Internal Server Error”
}




3.12. CCU (ecdsa-with-SHA256) QIFA 7|

3.12.1.API H

APl B APl URL Method Headers
Content-Type:
CCU oFM I7] 2% {hostURL}/api/v1/est/revoke POST application/json;
charSet=UTF-8
3.12.2.Request Body
S
a5 4 49 H|Z
0%
dn String 915 A DN (0]
HIAIX] of A
{
"dn": "cn=test20230201164110.com,ou=P001, ou=C001, ou=ECC, o=HKMC, c=KR"
}
3.12.3.Response Body
RS
a8 gl Ek: = 4l
ol
resultMessage String Mz Aot HAIX] (ALIH A
HIAIX] of A
{}
3.12.4.Response Code
HTTP Status
ks Response Body O[A|
Code
200 & {}
{
Mandat " - "
400 andatory resultMessage”: "dn parameter cannot be null
Parameter L&t }
Request {
403 Parameter A& "resultMessage”: "already revoked”
=7t (71 X2lE) }
404 Data X3 €7} {




"resultMessage”: "no cert exists on dn
cn=KM8P2YDTDAX11F86M8,0u=P001,0u=C001,0u=ECC,0=HKMC
,dc=OEM"

}

{
500 MNH Xz 8 "resultMessage”: "Internal Server Error”
}




3.13. CCU (ecdsa-with-SHA512) QIFA W

3.13.1.API H

APl B APl URL Method Headers
CcCcu Content-Type:
(ecdsa-with-SHA512) {hostURL}/api/v2/est/issue POST application/json;
ASM 25 2% charSet=UTF-8

3.13.2.Request Body

ol A
gs g4 My ™ H| 2
ofx
csr String QIFZM g 22X o]
unitCode String Ho7| 2E (@) 9IA] - CO01
tierCode String Si2A TE O oAl - POO1
vehicleCode String NE = o) Al - SX2
localCode String X IE o) Al - KR
brandCode String HIHE IE (0] 9A] - HMC
A X] o &|
{
mesr": Me-——- BEGIN CERTIFICATE REQUEST-----

\nMIICHDCCAX4CAQAwWaTELMAKGAIUEBRhMCS1IxDTALBgNVBAOMBEhLTUMxDDAKBgNV\nBAsMAOVDQzENMASGALUE
CwwEQzAWMJENMASGAIUECWWEUDAWMJEfMBOGALIUEAwWW\ndGVzdDIwMjMwMjA3SMTALIOT IxLmNvbTCBmzAQBgcghk
JOPQIBBgUrgQQAIwOBhgAE\nAfYkv5fvEbvYyXlc/4ir/jXzbdH0ceud/m8+wNepthOY2QwOxvfBEFPR+LVTPWH/
\n95g7THZn0eE6gz7N1bUYO7HJAHAJ1VICTedik8scafyrCKPsCzVgi7MuJzg8j1SN\nFGHat+aceICRsSwHUEO72
WYOCGLpgjBpvwm2 6N5SIMMATShIeoHAWDWYHKwYBAQEB\nEJEEDAIxNZzAUBgcrBgEBAQETMQKMBOZBSOVESVAWHg
YHKwYBAQEBFJETDBEzOC1C\nQS1GOCOWNiOwMCO5Q0TANBgkghkiGI9w0OBCQcxGhYYVGVzdCBDaGFsbGVuzZ2UgUGFz
\nc3dvemQhMAoGCCgGSM4 9BAMEA4GLADCBhwIBRBeOj3HiFNk/zddhgm5jijmYNazZyo\nuFtDFXU4ddENUb5ZdvilT
Izsdnx16AJgFM6fnUxvYgSIXdVEewlzhv+x/edACQIFJI\nY6vk5wGor+RtaE4n5L63rLGWv/ColxfSXsWyEdpk?Z ]

OWv8Qeh3uThgeGRimoB3Ez\nTb4J3BNypxgC/VsDTUQEsA==\n----- END CERTIFICATE REQUEST----- "
, "tierCode": "POO2"
, "unitCode": "CO002"
, "vehicleCode": "SX2"
, "localCode": "KR"
, "brandCode": "HMC"

3.13.3.Response Body

|l A
a8 g4 ek as H| 2
of s
cert String CCU Cert (‘g8 Al)
resultMessage String X2 Zdt HIAIX] (AT A])

HIAX] o 5|




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIICtTCCAhagAwIBAgIUEOtjnLBBIsuis2AmwCktNNzOUkowCgYIKoZIzjO0EAWQwW\r \nRDELMAKGA1UEBhMC
S1IxDTALBgNVBAOMBEhLTUMXEDAOBgNVBASMBOVDQYBERVYx\r \nFDASBgNVBAMMCONBMDEWMDIGREVWMB4XDTIZ
MDIwNzAxXNTkOOVoXDTI2MDIwNzEO\r\nNTk1O0VowaTELMAKGAIUEBhMCS1IxDTALBgNVBAOMBEhLTUMxDDAKBgNV
BAsSMAOVD\r\nQzENMASGAL1UECWWEQzAWM]ENMASGALIUECWWEUDAWMJEfMBOGAIUEAWWWAGVzdDIw\r\nMjMwMjA3
MTA1OTIxXLmNvbTCBmzAQBgcaghkjOPQIBBgUrgQQAIwOBhgAEALYkv5fv\r\nEbvYyXlc/4ir/jXZb4H0ceud/m8+
wNepthOY2QwOxvEBEFPR+LVTPWH/95g7THZn\r\n0eE6gz7N1bUYO7HIJAHAJ1VICTedik8scafyrCKPsCzVgi7Mu
JZg87j1SNFGHat+ac\r\neICRswHUE0O72WYOCGLpgjBpvwm26N5SIMMATShIeo34wfDA1BgNVHSMBAf8EGDAW\ r\n
gBONJj1BLKQAGI1AWZzIA]JBBfCcqcSwDAgBgNVHQABAL8EFgQULBoE4AnUowm8BA2g\r\nMDBr2hj9exUwDgYDVROP
AQH/BAQDAGOIMAWGA1UdEWEB/wWQCMSX2wFgYDVRO1AQH/\r\nBAwwCgYIKwYBBQUHAWIWCGYIKoZIzj0EAWQDgYwW
AMIGIAKIA+sImu+N+iKLMzEgS\r\nGS6AcsdnSMHuuhiPsxNd7BtYvEFX1Jk9HFkGg6ohztmAx716gLUcCFO26txYy4
17WQ/\r\nWxni7Y4CQgDO1LjfAXxVPY4tHgUKSamGBZ1BF8SkI4RDVPh+MYFJLUCMBOIKXFXtk\r\nyQ936XClazw
KcVXk2ehoMStqV8WSivEbIw==\r\n----- END CERTIFICATE----- "

}

3.13.4.Response Code

HTTP Status
a9 Response Body Oi|A|
Code
{
5 “cert": "----- BEGIN CERTIFICATE----- s END
200 88 CERTIFICATE-----"
}
Mandatory { N R . N
400 Parameter -2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"”
27t (71 MelE) |}
{
Request "resultMessage”: "DN Format Error:
406 Parameter At cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
271 (#F Amo) dc=OEM (Request TierCode: P002)"
}
{
500 MH XNE| 22 "resultMessage”: "Internal Server Error"
}




3.14. CCU (ecdsa-with-SHA512) QI5A g

3.14.1.API H

APl API URL Method Headers
Ccu Content-Type:
(ecdsa-with-SHA512) | {hostURL}/api/v2/est/reissue POST application/json;
ASA Tdta 2% charSet=UTF-8

3.14.2.Request Body

ol A
gs g4 My ™ H| 2
ofx
csr String QAZM 2 2K o]
unitCode String Ho7| 2E (@) 9IA] - CO01
tierCode String Si2A TE O oAl - POO1
vehicleCode String NE = o) Al - SX2
localCode String X IE o) Al - KR
brandCode String HIHE IE (0] 9A] - HMC
A X] o &|
{
mesr: M--——- BEGIN CERTIFICATE REQUEST-----

\nMIICHDCCAX4CAQAwWaTELMAKGAIUEBRhMCS1IxDTALBgNVBAOMBEhLTUMxDDAKBgNV\nBAsMAOVDQzENMASGALUE
CwwEQzAWMJENMASGAIUECWWEUDAWMJEfMBOGALIUEAwWW\ndGVzdDIwMjMwMjA3SMTALIOT IxLmNvbTCBmzAQBgcghk
JOPQIBBgUrgQQAIwOBhgAE\nAb+8H1QWutxcbQ8IVrmYXfadadQ4jKAJVGU2cFIbYUZTY13gvX2uoCChII2/1+qG
\nAwyaXgnSeZzZ80/uDZnBEHsullSX2vivdY4NwltU8GC2aZ/1PihoEQGIDBO0ek8D0a0\nQVwK1EwW944gG+TEC+N9
gT50DkN+5gRNfY9yc580sG7xW8WECOHAWDWYHKWYBAQEB\NEjEEDAIxNZzAUBgCcrBgEBAQETMQkKMBOZBS0VESVAWH
gYHKwYBAQEBFJETDBEzOC1C\nQS1GOCOwN1iOwMCO5Q0TANBgkghkiGO9w0BCQcxGhYYVGVzdCBDaGFsbGVuz2UgUGF
z\nc3dvcemQhMAoGCCqGSMA 9BAMEA4AGLADCBhwJBRo1sarES0DaVNE+73vQejagNv54T\nAG3wBpipeRVg6IFMcPk
00cyXB9KpaXbggCdtCghKv6aYc0jP5IXMWGYOZMQCQgEk\n5ZuylZsYZrj512£fSM/ma/nwa/bfEB9wgPUa0zQk8R

Zgd6WttCNLnsN2haylHpnSQ\n5p+rLV72gp5xvYrRNiQsUg==\n----- END CERTIFICATE REQUEST----- "
, "tierCode": "P0O0O2"
, "unitCode": "CO002"
, "vehicleCode": "SX2"
, "localCode": "KR"
, "brandCode": "HMC"

3.14.3.Response Body

|l A
a8 g4 ek as H| 2
of s
cert String CCU Cert (‘g8 Al)
resultMessage String X2 Zdt HIAIX] (AT A])

HIAX] o 5|




"cert": "-—-—- BEGIN CERTIFICATE-----
\r\nMIICtTCCAhagAwIBAGIUE/NzudyhVpAOFVDeqVIGGUYESvWwwCgYIKoZIzj0EAWQwW\r\nRDELMAKGA1UEBhMC
S1IxDTALBgNVBAOMBEhLTUMXEDAOBgNVBASMBOVDQYBERVYx\ r \nFDASBgNVBAMMCONBMDEWMDIGREVWMB4XDT Iz
MDIwNzAyMDIxM1oXDTI2MDIwNzEO\r\nNTk1O0VowaTELMAKGAIUEBhMCS1IxDTALBgNVBAOMBEhLTUMxDDAKBgNV
BAsSMAOVD\r\nQzENMASGAL1UECWWEQzAWM]ENMASGALIUECWWEUDAWMJEfMBOGAIUEAWWWAGVzdDIw\r\nMjMwMjA3
MTALIOTIxLmNvbTCBmzAQBgcghkjOPQIBBgUrgQQAIWOBhgAEAL+8HIQW\ r\nutxcbQ8IVrmYXfadadQ4jKAJVGU2
cF9bYUZTY13gvX2uoCChII2/1+gGAwyaXgnS\r\nez80/uDZnBEHsullSX2vEivdY4NwltU8GC2aZ/1PihoEQGJIDB
00ek8D0a0QVWKIEWI\r\n44gG+TEC+NI9gT50DKkN+5gRNfY%yc580sG7xW8wWEC034wfDAIBgNVHSMBAf8EGDAW\ r\
ngBONJj1BLKQAGI1AWzIAIBBfCcgcSwDAGBgNVHQ4BAf8EFgQUogPu4X1x490FJS1t\r\nghjXyZeTmXIwDgYDVRO
PAQH/BAQDAgGOIMAWGA1UdEWER/wWQCMSX2wFgYDVRO1AQH/\r\nBAwwCgYIKwYBBQUHAWIWCgYIK0ZIzjO0EAWQDgY
WAMIGIAKIBBWTyUhDaonDDfA/b\r\n/+WtCzf7BMRLf1TQ29%00vmEOomcOsMteJemyoksTnzE/LA2IgZgFBOBBES
06E1iCK\r\nyCLwtTOCQgFiMZFKNTeqKYklryeiTCXFZ7n1lf4KcFbqS8hJO2yYOgCTeKecFCK9I1M\ r \nxMCRARDE/ x
8YAF8TAOUIWGPGaVR8cDgjRQ==\r\n----- END CERTIFICATE----- "

}

3.14.4.Response Code

HTTP Status
a9 Response Body Oi|A|
Code
{
5 "cert": "----- BEGIN CERTIFICATE----- v END
200 88 CERTIFICATE-----"
}
Mandatory { N R . N
400 Parameter -2t : resultMessage”: "TierCode is empty
Request {
403 Parameter A& "resultMessage”: "Same key already used"”
7t 71 MelE) |}
{
404 Data X3| 27} . EesuItMessage : "No certificates on this DN. Please issue
first.
}
{
Request "resultMessage”: "DN Format Error:
406 Parameter At cn=KM8P2844A9TD84HR91,0u=P001,0u=C001,0u=ECC,0=HKMC,
E71 (%5 A0f) | dc=OEM (Request TierCode: P002)"
}
{
500 MH Mg 22 "resultMessage”: "Internal Server Error”
}




3.15. CCU (ecdsa-with-SHA512) QIFA 7|

3.15.1.API H

APl B APl URL Method Headers
CcCcu Content-Type:
(ecdsa-with-SHA512) {hostURL}/api/v2/est/revoke POST application/json;
ASM M7 2% charSet=UTF-8

3.15.2.Request Body

= A
o= 4 My - H|D
0%
dn String 915 A DN (0]
HIAIX] of A
{
"dn": "cn=test20230201164110.com,ou=P001, ou=C001, ou=ECC, o=HKMC, c=KR"
}
3.15.3.Response Body
RS
&= 84 My N H|
ol
resultMessage String Mz Aot HAIX] (ALIH A
HIAIX] of A
{}
3.15.4.Response Code
HTTP Status
ks Response Body O[A|
Code
200 88 {3
{
Mandatory N - "
4 ItM :
00 Parameter -2t } resultMessage”: "dn parameter cannot be null
Request {
403 Parameter A& "resultMessage”: "already revoked”
=7t (71 X2lE) }
404 Data X3 €7} {




"resultMessage”: "no cert exists on dn
cn=KM8P2YDTDAX11F86M8,0u=P001,0u=C001,0u=ECC,0=HKMC
,dc=OEM"

}

{
500 MNH Xz 8 "resultMessage”: "Internal Server Error”
}




