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RANDOM UUID Al

uuiD

c681b613-d440-494b-8ace-8e1c8fb9111e

Version 4 or 5

BASE(32) conversion of UUID

88J8V39P42B77SPMNG5L9VL6AY

Selected 12 char from above

PMNG5L9VL6AY

MAC Address 7|t HFAl

NOT operation of MAC Address

04E77E000148 ->FB1881FFFEB7

K Hyunrdai-kerea
WMI
KM8 ISO 15118-2
ID Type P
Supplier ID XIEE DL 2~Z
PCID/wo check digit KM8P2FB1881FFFEB7
Value string of above 202282521511188115151514117
Checksum of value string 573221402
Modulo-11 of checksum 6
PCID KM8P2FB1881FFFEB76 18 chars
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ISO 15118-20 Provisioning cert PCID 4 7%
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RANDOM UUID Al

uuiD

c681b613-d440-494b-8ace-8e1c8fb9111e

Version 4 or 5

BASE(32) conversion of UUID

88J8V39P42B77SPMNG5L9VL6AY

Selected 12 char from above

PMNG5L9VL6AY

MAC Address 7|t HFAl

NOT operation of MAC Address

04E77E000148 ->FB1881FFFEB7

K Hyunrdai-kerea
WMI
KM7 SO 15118-20
ID Type P
Supplier ID XIEE DL 2~Z
PCID/wo check digit KM7P2FB1881FFFEB7
Value string of above 202272521511188115151514117
Checksum of value string 573221386
Modulo-11 of checksum 1
PCID KM8P2FB1881FFFEB71 18 chars
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RANDOM UUID Al

uuiD

c681b613-d440-494b-8ace-8e1c8fb9111e

Version 4 or 5

BASE(32) conversion of UUID

88J8V39P42B77SPMNG5L9VL6AY

Selected 14 char from above

39P42B77SPMNG5

MAC Address 7| diAl

NOT operation of MAC Address

04E77E000148 ->FB1881FFFEB7

A Hyundai-kerea
WMI KA
Km7 ISO 15118-20
ID Type \
Supplier ID XIEE DL 2~Z
EVCCID/wo check digit KM7V200FB1881FFFEB7 2Xt2|= 002= -
Value string of above 2.02273E+26
Checksum of value string 573221162
Modulo-11 of checksum 8
EVCCID KM7V200FB1881FFFEB78 20 chars
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CSRMEd 24

URL
method
Request
body : {
iftid: string,
cninfo : {
macaddr : string,
mi : string,

idType : string,

supplierld : string.

b

certinfo : {
dc : string,
tierCode: String,
unitCode : String

b

publickey : string,

Response — Success

"hashedtbscsr™: string // SH M B 0| A -5t

/api/v1/tbscsr

POST

// IFT ZH| 9| ID, A MB{ 0 A ZH IFTEH|E T2

// QBN o
// PCIDO| £01Z wM
/1 "P"

// RIS € D%k 2~Z

// 215 M dcgt("OEM
// EBAL AE(P002)
// M0{7| R E(C001)

H| 2| MAC address.

124 (“KM8”)

")

[/ ASM ety HM YEE 718

// success

“pcid": string //pcid: WMI2} Mac address 7|8t 2 445t pcID 24

{
"status": string
"message": string,
"data": {
}
}

Response - Failure

{

"status": string, // error

"message": string, // Exception Message

"data": {}
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Secp256r122 7|

CSR 222 SHA256 Hash & base64 QI Aot gt

AMAM S 247
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URL /api/v1/certificate

method POST

Request

{
"iftid": string // \FT ZH[2| ID, A MB{ O M 2t [FTEH|E T 2E 5= e 2L (“ift001”
“csrsignature”: string  // CSRS SHA256withECDSA 21 2|F 22 M HH H|O|E{ & base64 Q1AL 2k
“unitCode” : string // "Hl0{7| =", (C001)
“tierCode” : string // &AL RE", (PO02)

“vehicleCode" : string //"AtZ ZE",

“localCode” : string //"KY 2"

“brandCode” : string //ERE AE"
}

Response — Success

{
"status": string, // success

"message": string, // ""
"data": {
"leafcertificate: string, // ‘H&¢& ¢

“subcacertificate™: string, // Y EME Y=t SubCA QZME basess 212 Lot 4L

}
Response - Failure
{
"status": string // error
"message": string // Exception Message

"data": {}
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ASM 43 2ot d&

URL /api/v1/verifyresult
method POST
Request
{
"iftid": string // IFT ZH|2| D, SAMEOIM ZHIFTHEIE 72T 4 U= 2k

“pcid": string // WMI2t Mac address 7| 2F2 2 4%t PCID 24
“result”: string // success

}

Response — Success

{
"status": string // "success",
"message": string // "",
"data": {
"iftid": string // IFT ZH| Q| ID, SAMBOIM ZH IFTEHIE 22 + ™A

"pcid": string  // WMI2t Mac address 7| Bt2 2 4443t PCID g4

rr

7+
(28

"ift_result": string // IFT ZH|2 2 82 Ant gt

2
"server_result": string // At X 2| A1t 2} ("nothingtodo” || “revoked”)

}
Response - Failure
{

"status": “error”,

"message": “Exception Message”,

"data":
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Provisioning cert CSR ¥’d 28

URL
method

Request

body : {
iftid: string,
cninfo : {

macaddr : string,
mi : string,

idType : string
supplierld :

2

certinfo : {
dc : string,
tierCode: String,
unitCode : String

2

publickey : string,

certType : string;

Response - Success

{

won

"status": "success",

wown

message

"data": {

"hashedtbscsr": "SHA572 hashed base64 encoded TBS CSR',

“pcid”:
}

string

}
Response - Failure

{

"status": “error”,
"message":

"data": {}

string.

/api/v2/prov/tbscsr
POST

r|r
il

// IFT ZH[2| ID, BA MO 2 IFTEHIE T2 += AU

// ABEM ST QQH|°| MAC address.
// PCIDO|| £0{Z WMI
/P

// XIHEl IDEL 2~Z

/] 9EN dcZt("OEM20")
// HEAF 2 E(PO02)

// Mo{7| 2 E(C001)

// WMI2} Mac address 7|

“Exception Message”,

{. Secp521r12 2 7|

=

HtO

‘449 = unpressess 21

2 MMt pciD 2t

tars

// BAMEO| A -t CSR 2 SHA512 Hash & base64 0!

X CF

=N
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URL /api/v2/prov/certificate
method POST
Request
{
"iftid": string // “ift001” IFT ZH| 2| ID, ZH M B O M 2 IFTRH & T+22 + A= 2k,
"csrsighature”: string // hashedCsrStr 2t2 7§2l7|2 M3 F der encoding®t 21t gt
“unitCode” : string // "Mo{7| RE", (C001)
“tierCode” : string //"EEAF ZE” (PO02)
“vehicleCode"” : string //"AtE ZE",
“localCode” : string  //"X|¥ ZE",
“brandCode” : string //rERE RE
}
Response - Success
{
"status": "success",
"message”: ",
"data": {
"leafcertificate": string , // provisioning cert vehicle cert L2282 215 M E base64 Q1A 3L
“subcacertificate™: string ~ // sub ca2 cert 2FME LTt SubCA AEME base64 AR HTH L
}

}
Response - Failure

{

"status": “error”,
"message": “Exception Message”,

"data": {}
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URL /api/v2/prov/verifyresult
method POST
Request

{
"iftid": “ift001” // IFT ZH| 2| ID, ZAMB{OIA ZH IFTEH|E TFEE &= A= 2L,
“pcid”: "WMIABCDEFGHI9”. // WMI2} Mac address 7|82 2 M A3t pCID 2t
“result”: "success” // EEL2 YBME BF/HXIT A1t success T2 A 0| F(H2IER)
}

Response - Success

{
"status": "success",
"message": ",
"data": {
“iftid":" ift001 " . // IFT ZH[2| ID, SAMHOIA ZHIFTEH E 122 + U= 2.

=
=
"pcid”:" WMIABCDEFGHI9 " // WMI2} Mac address 7|22 2 4435t pc

N

"ift_result":"success " // IFT HH 22 F &2 Z0t gf,

"server_result":"nothingtodo” || “revoked"”. /At X 2| A1} gt

}
Response - Failure
{
"status": “error”,
"message": “Exception Message”,

"data": {}
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vehicle cert CSR MM X

URL
method

Request
body : {
iftid: string,
cninfo : {
macaddr : string,
mi : string,

idType : string

supplierld : string.

2
certinfo : {
dc : string,
tierCode: String,
unitCode : String
2
publickey : string,
certType : string;

Response - Success

{

"status": "success",

nown

/api/v2/vehicle/tbscsr

POST

// IFT ZH[2| ID, BAMHOM 2 IFTEHIE 28

// QB M g T A & H| O MAC address.
// PCIDO|| £0{Z wMI &L

//"V"

// X8l D3t 2~Z

// 21BN dcBH(EVY)
// BEA R E(PO02)
// Mo{7| RE(C001)

S (=]

/SN Ea Ty HHOM SGE 7|8 S S47] 2k Secp521r122 7|

// "vehicle_cert”

rir

A
m

2

S ‘S < unpressess ?E

"message™: ",

"data": {
"hashedtbscsr": "SHA572 hashed base64 encoded TBS CSR', // BAME O A 4T CSR Y2 SHA512 Hash & base64 Q12 2ot 3t
“pcid": string // WMIt Mac address 7|22 2 M43t pcID 2t
}

}
Response - Failure

{

"status": “error”,

"message": “Exception Message”,
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Vehicle 1S A a2 2H

URL /api/v2/vehicle/certificate
method POST
Request
{
"iftid": string // “ift001” IFT ZH| 2| ID, ZH M B O M 2 IFTRH & T+22 + A= 2k,
“csrsignature”: string // hashedCsrStr 242 7HQI7|2 ME = der encoding®t Z 1t Zf,
“unitCode” : string // "Mo{7| RE", (C001)
“tierCode” : string //"EEAF ZE” (PO02)

“vehicleCode" : string //"X& ZE",

S
“localCode” : string  //"X|¥ ZE",

“brandCode” : string //rERE RE
}
Response - Success
{
"status": "success",
"message”: ",
"data": {
"leafcertificate": string , // vehicle cert EE22 QS ME baseos QA2 ot gt
“subcacertificate™: string ~ // sub ca2 cert 2FME LTt SubCA AEME base64 AR HTH L

}
Response - Failure
{
"status": “error”,
"message": “Exception Message”,

"data": {}
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Vehicle 213X 243 E1t TS

URL /api/v2/vehicle/verifyresult
method POST
Request

{
"iftid": “ift001” // IFT ZH|2| ID, SAMH O M Z IFTHH E =28 + A= &,
“pcid”: "WMIABCDEFGHI9" // WMI2} Mac address 7|8t 2 2 44445t pcID 2k
“result”: "success” // EEL2 YBME BF/HXIT A1t success T2 A 0| F(H2IER)
}
Response - Success
{

"status": "success",

"message": ",

"data": {
"iftid":" ift001 " //IFT FH| 2 ID, SAMEOIM ZH IFTEHIE T2 5= A= 2.,
"pcid":" WMIABCDEFGHI9 " // WMI2} Mac address 7|82 2 ‘445t pCID 4k,

"ift_result":"success " . // IFT HH| 25 E B2 Z1t 3f,

"server_result":"nothingtodo” || “revoked” // At X 2| A1} gt

}
Response - Failure
{
"status": “error”,
"message": “Exception Message”,

"data": {}
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Autocrypt Co. Ltd.

WWW.autocrypt.io

Disclaimer

The information included in“this. presentation is general information onlysand should not be relied upon
without further review by the appropriate professional advisors. Material developments may.occur subsequent
to this presentation rendering it incomplete and inaccurate. Autocrypt Co. Ltd. assumes no obligation to
advise the reader of such developments or to update the presentation to reflect such'developments.
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